MeToanyeckue PECKOMEHIAIUHA O PasMCIICHUH HA
HH(OPMALMOHHBIX CTeHAaX, 0OpunuaabHbIX pecypcax OO u
OpraHoB, OCYHICCTBJ/IAIOIIHUX YIIPABJICHUEC B C(l)epe 06pa30BaHI/Iﬂ,
HH(l)OpMaHPIPI 0 0e30MacHOM NMOBEJAECHUH M MCII0JIb30BAHUH CETH
HNuTepHer

Ha wundopmanmonnsix crermax B OO, pacronoXeHHbIX B ¢oiie ydpexJIeHHd U B
KaOMHeTaX, OCHAIIECHHBIX MNEPCOHAJIbHBIMM YCTPOWCTBAMM JJs BbIXoJa B ceTb HTepHer,

PCKOMCHAYCTCA pPa3sMCCTUTDh I/IH(I)OpMaL[I/IOHHbIG MMaMATKHU, COACPIKAIHUEC OCHOBHBLIC COBCTHI I1O
obecrnieueHnI0 HHPOPMAIIMOHHOM OE30MaCHOCTH YJaIuXCsl.

IMamsTKa 10 THPOPMALMOHHOK 0€30MACHOCTH AeTeil sl 00yYAIIUXCS
(s pa3MeneHust Ha MHQOPMAIIMOHHBIX CTEHIaX)

HEJIb34
1. BceM moapsiag cooOmarh CBOIO YacTHYIO HHGOpMAIUIO (HACTOSALIUE WM,
damuuio, TenedoH, aapec, HOMep MIKOJIbI, a Takke GoTorpaduu CBOU, CBOCH CEMbU H

Tpy3eit)

2. OTKpBIBaTh BIIOKEHHBIC (aliabl SJICKTPOHHOM IOYTHI, KOTJa HE 3HACIlb
OTHpaBI/ITCJIﬂ

3. I'pyOouth, mpuauparhCcs, OKa3blBaTh [ABJICHHE — BECTH ceOs HEBEXKIUBO U
arpecCUBHO

4. Pacnopsikatbcsi J€HbraMH CBOEH ceMbM 03 pa3pelleHHs CTapLIMX — BCeria
CIIpalvBai poauTenei

5. BerpeuaTbes ¢ MHTEpHET-3HAKOMBIMU B peaibHOW JKHU3HHM — IOCOBETYHCS CO
B3pOCJIBIM, KOTOPOMY JIOBEPSIEIb

OCTOPOXHO

1. He Bce numryT mpaBay. Yurtaems o cebe HenpaBay B HTepHeTe — cooduiu 06
3TOM CBOMIM POJIUTEIISIM HITH ONEKyHaM

2. IlpurnamaroT TepenuchBaThCs, UrpaTh, OOMEHHUBATHCS — MPOBEPH, HET U
ITOJ{BOXAa

3. HezakonHoe konupoBanue ¢aiinoB B IHTepHETE — BOPOBCTBO

4. Bcerna pacckasbiBail B3pOCIIbIM O Mpo0ieMax B CETH — OHU BCETIa TOMOTYT

5. Wcnonb3yii HacTpoiiku O€30MacCHOCTH U MPHUBATHOCTH, YTOOBI HE TOTEPSThH
CBOM aKKayHBI B COLICETSAX U JPYTUX MOopTalax

HY>XHO

1. VBaxaTh Ipyrux mnoib3oBaTeneil

2. JlenaTh CCBIJIKM Ha MHTEPHET- HCTOYHUKH, KOTOPBHIMH ITOJIE3YEIIbCS

3. OTKpBIBaTh TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH

4. OOpamatbcss 3a TOMOIIBIO K B3pOCIHBIM — POAMUTENH, OMNEKYHbl U
aJMMHMCTpAIMs CAUTOB BCErJa MIOMOTYT

MOJXXHO
1. Tpoiitu obydenue Ha caiite «CEeTeBHUOK» MU MOJYYUTh MACHOPT HHU(PPOBOTO
rpakJaHuHa!



IMamsaTka 1is odydyaromuxcst
(1 pasmenieHns Ha OQUIMATEHBIX HHTEPHET-PECYPCax)

C KaxIbIM ToZIOM MOJIOJESKM B MHTEPHETE CTAHOBHUTCS OOJIbIIE, a IIKOJIBHUKUA OJHH W3
caMbIX AaKTHBHBIX IIOJb30Baresnell PyHera. Mexay TeMm, IOMHUMO OIpPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT U MpoOJieMbl. JTa MaMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.

Komnwvromepnuie supycoi

KoMmmploTepHslii  BUPYC — 3TO  pPa3HOBUJHOCTb  KOMIIBIOTEPHBIX  IIPOTPAMM,
OTJIMYUTENLHON OCOOCHHOCTBIO KOTOPOH SBJISIETCS CIIOCOOHOCTh K pa3MHOXeHuoo. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WM TOJTHOCTBIO YHUYTOXUTH BCe (ailiibl u
JTaHHbIE, MOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOpPOro Oblia 3allyllleHa 3apaKeHHas
IporpaMma, a TakKe MOBPEAUTH WIN JIaXKe YHUUYTOXKUTh ONEPALUMOHHYIO CHUCTEMY CO BCEMH
daiinamu B 1iesioM. B G0JbIIMHCTBE CllyyaeB pacIpOCTPaHSIIOTCA BUPYChl UYePe3 HHTEPHET.

MeToabl 3alIIUThHI OT BPEAOHOCHBIX MPOrpamMm:

1. Ucnonb3yii coBpeMEHHbIE ONEpallMOHHbIE CUCTEMbI, UMEIOIINE CEPhe3HbI YPOBEHb
3allUThl OT BPEJOHOCHBIX MPOTrpamMm

2. TIocTOSSHHO OOHOBJISIM ONEPALMOHHYIO CUCTEMY Ha cBOoeM KommbroTepe. CkaduuBaii
OOHOBJICHHSI TOJNBKO C O(QUIMAIBHOTO CaiTa MPOM3BOIUTENS IMPOrPAMMHOTO
obecrnieuenus. Ecnu cymiecTByeT pekuM aBTOMaTHUECKOTO OOHOBIJIEHUS, BKIIIOUU
ero

3. Pa0orail Ha cBOEM KOMIIbIOTEpE O] IPaBaMU MOJIb30BATENs, a HE aAMUHUCTPATOPA.
OTO HE MO3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTpaMM HHCTAJUIMPOBATHCS Ha
tBOEM [IK.

4. Vcnonb3yit aHTUBUPYCHBIE POTPaMMHbIE ITPOYKThI U3BECTHBIX IPOU3BOJUTEINEH, C

aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3

Orpannyb GU3NYECKUI TOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIUI]

6. He oTkpeiBaii KOMIbIOTEpHbIE (haisbl, MOJYyYEHHbIE U3 HEHAJIeKHBIX HCTOUYHUKOB.
Jaxe ecnu (aiin npuciana TBOM 3HaAKOMBIH, TO3BOHU €MY U YTOUHH, JEHCTBUTEIBHO
JIM OH OTIIPaBJIsLT TeOE MOYUTY.
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Cemu Wi-Fi
CoBeTbl 110 6e30macHoii padoTe B 001Ie0CTYNHBIX ceTsiX Wi-Fi:

1. He nepenaBaii cBoro JIn4Hyr0 HH(popmanuio yepe3 oduenoctynuoie Wi-Fi ceru.
PaboTast B HUX, ’KelaTelbHO HE BBOJUTH MAapOJIM JOCTYIA, JOTMHBI.

2. Vicrionb3yit 1 OOHOBIISI aHTUBUPYCHBIC TIPOTPaMMBI B OpaHaMayep. Tem cambIM ThI
oOe3onacub ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOHCTBO

3. Ilpu ucnonw3oBanuu Wi-Fi orkmoun ¢ynknuio «OO0mmii goctyn k ¢aiam u
npuHTepam». JlaHHas (QYHKIUS 3aKpbiTa 1O YMOJYAaHUIO, OJHAKO HEKOTOpbIE
M0JIb30BATEIHN AKTUBUPYIOT €€ ISl yA00CTBa UCIIOIb30BaHUs B paboTe win yuede

4. He ucnonp3yit myonuunelii Wi-Fi 1i1s nepenaun JTUYHBIX JQHHBIX, HAIpUMEp IS
BBIXO/Ia B COIIMAJIbHBIE CETH WM B AJIEKTPOHHYIO MTOUTY

5. HUcnonw3yit Tonpko 3ammuiienHoe coenunenue yepes HTTPS, a ue HTTP, T.e. mpu
Habope BeO-ampeca BBoaM UMEHHO «https://»

6. B moOwieHOM Tenedone orkmounm  ¢QyHkuuo  «[loakmouenne k- Wi-Fi
aBToMaTuyecku». He momyckail aBTOMAaTHYECKOrO MOAKIIOYEHHS YCTPOMCTBA K
ceraM Wi-Fi 0e3 TBoero coryacus.



Couuaﬂbnble cemu

CoumanbHble CETH aKTMBHO BXOJAT B HAllly ’KU3Hb, MHOTHE JIOAU pabOTAIOT M KUBYT
TaM MOCTOSHHO, a B Facebook yxke 3aperucTpupoBaH MUILIHAP]] YEIOBEK, YTO SBISCTCS OJHOM
cellbMOM BceX JKMTesIeH IIaHeTbl. MHOrue MoJb30BaTelId HE IMOHHMMAIOT, 4TO HH(pOpMalus,
pasMelleHHas UMH B COIIMATIBbHBIX CETSAX, MOXKET ObITh HAalJIeHa M UCIIOJIb30BaHa KEM YTOJIHO, B
TOM YHCJIEe HE 00s13aTEIBHO C OJIariMHU HaMEepPEHHUSMHU.

OcHOBHbBIE COBETHI 10 0€30I1ACHOCTH B COIIMAJBbHBIX CETHX:

1.

2.

Orpannub CHUCOK jApy3ed. Y TeOs B APY3bsSX HE JIODKHO OBITh CIYYalHBIX H
HE3HAKOMBIX JIFOJIEH1

3amuiiail cBOIO 4acTHYIO ku3Hb. He ykasbiBail mapousiu, TenedoHsbl, aapeca, AaTy
TBOETO POXIEHHUS U JAPYIYIO JHYHYIO HHGPOpPMAanuio. 3JIO0YMBIIICHHUKA MOTYT
HCIOJIb30BaTh Jake MH(POPMAIMI0 O TOM, KaK Thl U TBOM POJUTENU IJIAaHHpPYETe
MIPOBECTH KAHUKYJIBI

3amuiiail cBOK0 penyTaluio — JepKu e€ B YMCTOTe U 3aJaBail cebe BOIpOC: XOTel
Obl TbI, 4TOOBI IpYrue MOJb30BATEIM BUAEIU, YTO Thl 3arpyxkaeub? Ilomymai,
MPEKJIE YEM YTO-TO OMYyOJIMKOBATh, HAMMKCATDH U 3arPy3UTh.

Ecnu Tl roBOpUIIb C JIOJbMHU, KOTOPBIX HE 3HACIlb, HE MCIOJIb3YyH CBOE PEAIbHOE
UMS ¥ IPYTYIO TUYHYIO HH(OPMALIHMIO: MECTO KUTEIIbCTBA, MECTO yueObl U Mpouee
W36eraii pasmemenus pororpaduii B UnTepHETE, I/1€ TH M300paXKeH HAa MECTHOCTH,
10 KOTOPOIl MOKHO OIPEAEIUTh TBOE MECTOIOJIOKEHUE

[Ipu peructpanuum B coOLMAIbHOW CETH HEOOXOAMMO HCIIOJIb30BAaTh CII0KHBIE
MapoJx, COCTOSIME U3 OyKB U IUGP U C KOJINYECTBO 3HAKOB HE MeHee §

st conmanbHOM CeTH, MOYTHI U APYTUX CAaWTOB HEOOXOIUMO MCIOJIb30BaTh Pa3HbIC
naponu. Toraa, eciid 37I0yMBINUIEHHUKH B3JIOMAIOT TBOW aKKayHT, TO OHU I0JIy4at
JIOCTYII TOJIBKO K OZTHOMY MECTY, & HE BO BCE Bpasy.

Dnekmponnuvie 0eHbveu

OcHoBHbIE cOBeTHI 10 0e30NacHOii padoTe ¢ 3JIeKTPOHHBIMH JeHbIAMM:

1. IlpuBspkn K c4yeTy MOOWIBHBIA TenedoH. DTO camblil yHOOHBIM M OBICTpBIN

croco® BOCCTaHOBUTH JOCTyN K cueTy. IIpuBsi3aHHBIM TeneQoH NOMOXKET, eciu
3a0yenb CBOM TUIATEKHBINA Mapoib WU 3aiellb Ha CAliT C HE3HAKOMOTO YCTPOMCTBA

2. Wcnonw3yit omHopaszoBeie apoid. [lociie mepexoaa Ha YCUIICHHYIO aBTOPHU3AIUIO

Tebe YiKC HE 6y,£[eT YIpOKaThb OMMACHOCTL KpaXu UJIN IIEPEXBATa IJIATCIKHOTO IMapOJId

3. BeiOepu croxxHbIi maposb. HanekHble maponu cojepkarT He MEeHee 8 3HaKOB U

BKJIFOYAIOT CTPOYHBIE U MPOMUCHBIC OYKBBI, IIU(PPBI ¥ HECKOJIBKO CHMBOJIOB, TAKUE KaK
3HaK J0Ju1apa, pyHTa, BOCKIUIATEbHbIN 3HaK u T.1. Hanpbmep, $tRONg!;;

4. He BBOAM CBOM JTUYHBIC JAHHBIE HA CaiTaxX, KOTOPHIM HE JOBEPSCIIIb.

3/1eKmp0HHa}1 nouma

OcHoBHBIE cOBeTHI 10 0e30nmacHOil padoTe ¢ JJICKTPOHHOM MOYTOM

1. Hago BeIOpaTh HpaBHJIBHBIN MOYTOBBIA cepBUC. B MHTEpHETE €cThb OTrPOMHBIM

BBIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJJHAKO, JYYIIE JOBEPATh TEM, KOTO 3HACIIb U
KTO NIEPBBII B pEUTHHIE

2. I/ICHOHB3yﬁ ABYXO3TAIIHYIO aBTOPU3AIUIO. 910 Koraa IMOMHUMO IIapOJId HYXHO

BBOJIUTH KOJI IPUChLIaeMbIil mo SMS

3.

Bribepu cnoxHbIi maposb. [ KakJI0ro MOYTOBOTO SILIMKA JIOJDKEH OBITh CBOM
HaJEKHBIN, YCTOWYUBBIN K B3JIOMY I1apOJIb.



[Ipu perucTpauuu MNOYTOBOTO SIIMKA, Jy4Yll€ CAMOMY HAaMKMCATh «CEKPETHBIN
BOIIPOC», KOTOPBIM 3a7aCT BaM CHUCTEMa B CiIydyae BOCCTAHOBJICHUS Mapotid. Takum
00pa3oM 3JI0yMBITIIIEHHUKAM OYJEeT CJI0XKHEE TOTYyYUTh TOCTYIT K TBOCH ModTe.
Ncnonb3yil HECKOJBKO MOYTOBBIX SIIIMKOB. [lepBbIi i1 4acTHOW MEPENHUCKU C
ajpecatamMH, KOTOPBIM Tbl JOBEpsielllb. JTO SJEKTPOHHBIM ajapec He HaJo
HCITOJIB30BAaTh MIPH PETUCTPAIIMHU Ha opyMax U CalTax.

He otkpbiBaii ¢aiinel 1 Apyrue BIOKEHHsS B MUChMax JaKe €CIM OHU MPHUIUIA OT
TBOUX Apy3ei. JIydrne yrouHu y HUX, OTIPABJISIIN JIU OHU TeOe ATH (aitiibl.

[Tocne okoHuaHUsi PabOTHl HA TOYTOBOM CEPBHUCE TEpel 3aKPHITHEM BKIAJIKH C
caiiToM He 3a0y/nb HaxaTh Ha «BBIATHY», YTOOBI HUKTO TIOCIIe TeOsI HE CMOT MOIACTh
B TBOM SIIUK.

Kubepoynnune unu supmyanvnoe uzoeeamebcmeo

KubepOymnuHar — mpeciegoBaHUE COOOIICHUSIMH, COACPKAITUMU OCKOPOJICHUS,

arpeccuio, 3alyrMBaHUE; XYJUTAHCTBO; COLMAJIbHOE OONWKOTUPOBAHUE C ITOMOLIBIO
Pa3IUYHBIX UHTEPHET-CEPBUCOB.

n
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OcHoBHbBIE coBeThI 10 0opble ¢ KndepOyJIMHIOM:

He Opocaiics B 60i. Jlyummii crioco0: mocoBeToBaThCsl Kak ce0si BECTH U, €CIU HET
TOTO, K KOMY MOXHO OOpaTHThCS, TO BHa4yajle YCHOKOUThCSA. Eciu Thl HayHelb
OTBEUYaTh OCKOPOJICHUSIMH Ha OCKOPOJEHHS, TO TOJBKO elie OOJbIIE Pa30KkKelllb
KOH(IIUKT.

VYrpasinsii cBoeil kKubeppenyTarmei.

AHOHUMHOCTh B ceTu MHHMas. CylIeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM.

He crout BecT Xynuranckuii o0pa3 BUPTyaIbHOH KU3HU. IHTEpHET PUKCHpYET BCe
TBOM JICUCTBUSA U COXPaHAET UX. Y IaTUTh UX OyAeT KpaiiHe 3aTPyAHUTEIHHO.
Co0utto1aii CBOM BHPTYaIbHYIO YECTh CMOJIONY.

Urnopupyit eauHuuHblii HeratuB. OJHOPA30BbIE OCKOPOUTENBHBIE COOOIICHUS
Jyd4llie UTHOpUpoBaTh. OOBIUHO arpeccus MPEeKpalaeTcsi Ha Ha4aJbHOW CTaJHH.
Ecnu TeI cTan cBuaerenem kubep-Oymnunra. TBOU A€UCTBUS: COOOIIUTH B3POCIBIM O
(dakTe arpecCMBHOTO IOBEICHHS B CETH; MOJEPkKaTh >KEPTBY, KOTOPOM HYKHA
MICUXOJIOTHYECKasi TOMOILb,

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMU, B
COLIMATIBHBIX CETAX €CTh BO3MOXKHOCTH OJIOKUPOBKH OTIPABKH COOOIIEHUN C
OTIpEIeNIEHHBIX a/IPECOB.

Moounvnoiit menegon

COBpeMeHHHe CMapT(l)OHBI U IUIQHOICTBI COACpI)KAT B cebe BIIOIHE B3p00J’ILII>i

(GyHKIMOHAT, U TENepb OHM MOTYT KOHKYpUPOBaTh CO CTAl[MOHAPHBIMU KOMIIBIOTEPAMHU.
OpnnHako, CpeJICTB 3alIUThI AJS MOJOOHBIX YCTPOMCTB MOKA OYE€Hb Malo. TecTupoBaHHE U MTOUCK
YS3BUMOCTEN B HHUX IMPOMCXOJUT HE TaK MHTEHCUBHO, Kak 1y I[IK, To ke camoe kacaercs u
MOOUITBHBIX MPUIIOKEHHH.

COBpeMeHHBIe MOOUILHBIE 6pay3ep51 YK€ INPaKTHYCCKU AOTHAJIMW HACTOJIBHBIC aHAJIOTH,

OIHAaKO pacHIupCHUC (I)YHKI_II/IOHaJ'Ia BIIEUET 3a COO0OI 6OJ'IBH_IYIO CJIO)KHOCTb U MCHBUIYIO
3alIUIICHHOCTD.

1. Huuero He sBnsieTcs mo-HacTosAIEeMYy OCCIIJIaTHBIM. ByIlL OCTOPOIKECH, BCIb KOI'/Ia

Tebe mpejuiaratoT OecIIaTHBI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-TO IJIaTHbIE
YCIIYTH.

2. Jlymaii, mpexxne uem otnpaButsh SMS, ¢oto mim Buaeo. Tel TouHO 3HaemIb, re

OHHU OyZyT B KOHEUHOM HTOre?



3. Heo6xoaumMo 0OHOBIISATH ONEPAMOHHYIO CUCTEMY TBOEro cMapTdona. CyIecTByOT
BEPCUU aHTHBHPYCHBIX MPOTPaMM JJIsi MOOMIBHBIX TeledoHoB. Mcnonb3yi ux s
COXpaHeHHs 0e30MacHOCTH TesedoHa.

4. He 3arpyxaii NpUI0KEHUSI OT HEM3BECTHOTO UCTOYHHKA, BEb OHH MOTYT COJIEPKATh
BPEIOHOCHOE MPOrpaMMHOE 0OecTIeYeHuE.

5. Tlociie TOro Kak Thl BBIMJIEIIb C CaiiTa, TJI€ BBOIMII JIMYHYIO WH(OPMAIIHIO, 3ali1 B
HacTpoliku Opay3epa u ynanu Cookies.

6. JlaBaii cBoli HOMEp MOOWJIBHOTO TejedoHa TOIBKO JIOASIM, KOTOPBIX THI 3HACIIb U
KOMY JTOBEpsICITh

7. Bluetooth nomkeH OBITH BBIKJIIOYEH, KOT/a Thl UM HE Mojb3yemibes. He 3a0biBait
WHOT/JIa IPOBEPATH ITO.

Online uzpwt

CoBpeMEHHbBIC OHJIAWH-WTPBI — OTO KPAcCOYHBIC, 3aXBaTHIBAIOIIAE PAa3BJICYCHUS,
OOBEAMHSIFOIINE COTHH THICSIY YEIIOBEK MO0 BCceMy MUPY. VITpOKM MCCIENYIOT JaHHBIA UM MHP,
OOIIAI0TCS IPYT C APYTrOM, BBIMIOIHSIOT 33JaHHsI, CPAKAIOTCS ¢ MOHCTPAMH U TOJIYYalOT OTIBIT.
3a y/IOBOJBCTBHE OHM IUIATAT: MOKYMAIOT JWCK, OIUIAYMBAIOT aOOHEMEHT WM MPUOOPETaroT
Kakue-TO onimu. Bee 3Tu cpesicTBa MAyT Ha MOJACPKAHUE U PAa3BUTHE UIPHI, @ TAKXKE HA caMmy
0C30MacCHOCTh:  COBEPIICHCTBYIOTCS  CHCTEMbl  aBTOPHU3AllMH,  BBIMYCKAIOTCS  HOBBIC
naT4u (Yugposwvle 3aniamru 0l NPOSPAMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo0HBIX Wrpax CTOUT OMacaThCs HE CTOJIBKO CBOMX COINEPHHKOB, CKOJIBKO Kpaku
TBOETO MapoJis, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3AIMU OOJIBITHHCTBA HTD.

BoT ocHOBHBIE COBETHI IO 0€30IACHOCTH TBOEI0 aKKayHTa:

1. Ecniu pgpyroil urpok Beder ce0s IJIOXO WIM co3AaeT Tebe HEeNpUsATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB.

[loxxamyiics agMUHUCTpAaTOpaM UIPHl Ha IUIOXO€ IIOBEJEHUE JTOr0 HIPOKa,
JKEJIaTeIbHO IPUIOKUTH KaKHE-TO 10Ka3aTeIbCTBA B BUJI€ CKPUHOB.

He yka3piBaii muunyto nHpopManuio B mpodaiisie urpol.

YBaxkail Ipyrux y4aCTHUKOB I10 UTPE.

He ycranaBnuBaii HeoUIHaIbHBIC TTATYH W MOJIBI.

Hcrons3yi CII0KHBIE U pa3HbIE TAPOIIN.

Jaxe BO BpeMms WUIPbl HE CTOMT OTKJIKOYaTh aHTUBHMpYC. IIoka Tl urpaens, TBOM
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

Nookw

QDuuunz unu Kpasdica iudHblX OAHHBIX

OObIuHOW Kpaxel JeHer U JIOKYMEHTOB CErofHs yXe HHMKOro He yauBHufillb, HO C
Pa3sBUTUEM I/IHTepHCT-TeXHOJ'IOFI/Iﬁ 3JIOYMBIIIJICHHUKN TICPEMECTUIIUCh B  HUHTCPHCET, u
IPOIOJDKAIOT 3aHUMATBCS <WIOOMMBIM» JAefoM. Tak MOsIBHJIach HOBas yrpo3a: HHTEpHET-
MOIICHHHUYECTBA 201041 (1)I/IIHI/IH1", TJIaBHas1 o eiab KOTOpOro COCTOHUT B MOJIY4YCHHU N
KOH(HIEHIIMAJIbHBIX JAHHBIX IOJIb30BaTeNleil — JOrMHOB M naposieil. Ha anrnmiickom s3bike
phishing unTaercs kak ¢pumunr (ot fishing — psi6Hast noBis, password — mapoib).

OcHoBHbIE cOBeThI 10 00pbOe ¢ PUIIHHTOM

1. Ceau 3a cBOMM akKayHTOM. Ecim Thl mojo3peBaelib, 4YTO TBOsSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOHIMTH aJAMHHHUCTpATOpam
pecypca 00 3TOM Kak MOKHO CKOpee.

2. Ucnonp3yii Oe3omacHble BeO-caliThl, B TOM 4YHUCJE, WHTEPHET-MarasuHoB U
MOUCKOBBIX CUCTEM.



3. Mcnone3yil cnoxHbIe U pa3Hble napoiau. Takum oOpazom, ecnu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH MOJYYaT AOCTYH TOJIBKO K OJTHOMY TBOEMY IPO(HIIIO B CETH, a HE
KO BCEM.

4. Ecnu 1ebs B31OMalM, TO HEOOXOOUMO HPENYHNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE 100aBIeHBI y TeOs B APY3bsiX, O TOM, YTO T€OS B3JIOMAIIU U, BOZMOXKHO, OT
TBOETO UMEHM OYZET pacchlIaThCs CIIaM U CChUIKU Ha (PUIIMHIOBBIE CATHI.

5. YcTaHOBU HaAeKHBIH apois (PIN) Ha MOOUITBHBIH TenedoH.

6. OTKIIIOYM COXpaHEHHE Mapoiis B Opaysepe.

7. He mepexoau mo cChUIKaM B COOOMICHHUSX AJIEKTPOHHOW MOYTHI M COOOLICHUAX U3
COLIMAJILHOMN CETH.

8. He pasmemaili nuunHyro uHpopManuioo B HHTEepHeTe. Jlake MalleHbKHE KyCOYKHU
JMYHBIX JAHHBIX MOTYT OBbITh UCIIOJIb30BaHbl B IPECTYIHbBIX LEJIAX.

Hudghposaa penymayusn

[udposas permyTanus - 3TO HEraTUBHAsl WIM MO3UTHUBHAS WH(pOpManusi B CeTH O Tebe.
Kommpomerupyromas uH(poOpManus pa3MEIIeHHAs B WHTEPHETE MOXET CEphe3HBIM 00pazoM
OTpPa3UThCS Ha TBOCH peabHOM KU3HU.

MHorue MmoJIpoCTKH JIETKOMBICIEHHO OTHOCSTCS K IMyOJHMKAaWuy JTUYHON HH(pOpMAaIUK B
HNHuTtepHeTe, HE TOHMMAsE BO3MOXKHBIX MOCIEACTBUN. Thl 1ake HE CMOXEUIb JOrajaThCsi O TOM,
yto dotorpadus, pa3melieHHas 5 JeT Ha3all, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

Kommenrtapuun, pasmemenue TBoux ¢ororpaduii u apyrue IeHCTBHS MOTYT He
UCYE3HYTh JaXe I0CJIE€ TOro, KaKk Thl HMX yJalulb. Tl HE 3HAellb, KTO COXPAaHMWJ 3Ty
UH(POPMALKIO, IIONANA U OHA B IOMCKOBBIE CUCTEMBI M COXPAaHWIACh JIM OHA, a IJIaBHOE: 4YTO
HOIYMAIOT 0 TeOe OKpyXkarollee JII0U, KOTOpble HaiayT u yBuasaT 3T10. Haiftu undopmarmro
MHOT'O JIET CIYCTSI CMOXET JII000M — Kak M3 JoOpbIX MNOOYKIEHWM, TaKk U C HaMEepeHUEeM
IPUYUHUTH Bpel. DTO MOKET ObITh KTO YTOJIHO.

OcHoBHBIE COBeTHI 110 3a1uTe HM(POBOIi penyTauuu:

1. Tlogymaii, mpexae 4eM 4TOo-TO IMyOJIMKOBaTh U MepeaaBaTh y ceds B Oiore wiu B
COLIMAIILHOM CETH.

2. B HaCTpOﬁKaX HpO(I)I/IJ'IH YCTAaHOBU OTI'paHUYCHUA HA HPOCMOTP TBOCTO HpO(I)I/IJIH u
€ro COACPIKUMOTO, clenan ero TOJbKO «JIJIs ,Z[py3€l>i)).

3. He pa3memaii u He yka3piBail HH()OPMAIIHIO, KOTOPas MOXKET KOT0-IM00 OCKOPOIATh
WY OOMKAaTh.

Aemopckoe npago

CoBpeMeHHbIE HIKOJIBHUKH — AaKTUBHBIC TIOJH30BATENd LHUQPPOBOTO MPOCTPAHCTRA..
OpnnHako JaneKko He BCe 3HAIOT, YTO MOJb30BaHHE MHOTUMHU BO3MOXKHOCTSIMHU IU(POBOrO MHUpa
TpedyeT coOII0IeHNsI PaB HA UHTEIJIEKTYaAIbHYH0 COOCTBEHHOCTb.

TepMuH «HMHTEIEKTyaldbHasE COOCTBEHHOCTbY» OTHOCHTCA K PAa3IUYHBIM TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300pETeHUH U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YCIAyrd, W 3aKaHyuBas KHUTamu, Qororpagusmu, KUHOUIBMAMH U
MY3bIKAJIbHBIMU ITPOU3BEICHUSMM.

ABTOpCKHE TIpaBa — 3TO IpaBa Ha MHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HaYyKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKHME IIpaBa BBICTYNAIOT B KAYECTBE I'ApaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIA/TBOPUECKUN TPYyJ aBTOpa He Oy/eT HampacHbBIM, JTaCT €My CIpaBeIUBBIC
BO3MOXKHOCTH 3apab0TaTh Ha pe3ysbTaTaXx CBOEro TpyJa, MOJYyYUTh M3BECTHOCTh M IPU3HAHUE.
Huxkro 6e3 paspelieHus aBTopa HE MOKET BOCIPOU3BOAUTE €0 MPOU3BEACHUE, PACTIPOCTPAHSITD,



nyOMMYHO JIEMOHCTPHPOBAaTh, IPOAAaBaTh, HMIIOPTHPOBATh, ITyCKaTb B MPOKaT, ITyOJIMYHO
UCTIONTHATD, TIOKa3bIBaTh/UCTIONHATH B 3pupe uinu pasmenats B MiHTepHeTe.

Hcnonp30BaHue «IIMPaTCKOro» MPOrpaMMHOTIO O0ECHCUCHHs MOXKET MPUBECTH K MHOTUM
pucKaM: OT NOTepH AAHHBIX K TBOMM aKKayHTaM [0 OJOKHMPOBKM TBOErO YCTpOMcTBa, TIIe
YCTAaHOBJICHHBI HE JeraibHas mnporpamMa. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYET
JerajgbHble U OeCIUIaTHBIE TPOTPAMMBbI, KOTOPbIE MOXHO HATH B CETH.

O nopmane

CereBnuok.pp — TBOW TJIABHBIH COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Y3HaTh O
0€30IIaCHOCTH B CETU MOHSTHBIM M JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHHUU KPUTHUYECKOU
CUTyallil OOpaTUTbCA 3a COBETOM. A TakKe MPHUHATH Y4YacTHE B KOHKYpPCAaXx U CTaTh CaMbIM
U(GPOBBIM TPAKIAHUHOM!



IMamsaTKA 17151 poauTeJieil M0 MH(POPMAITMOHHOI 0€30ACHOCTH JeTel

Omnpenenenue TepMuHa «HHDOpPMAIMOHHAs 0€30MaCHOCTD JETEi» CONEPKUTCS B 3aKOHE
Ne 436 — @3, «O 3amute nereil oT wWH(MOPMALMK, MPUYHHSIONICH BpEd WX 3A0POBBI0 U
pa3Butuio». COracHO JaHHOMY 3aKOHY «uH(pOpMannoHHas O0e30macHOCTh JAeTel» - 3TO
COCTOSIHME 3allUIIEHHOCTH, TMPU KOTOPOM OTCYTCTBYET PHCK, CBSI3aHHBIA C TNPUUYMHEHUEM
uHpopMalvel Bpela HX 3I0pOBbI0 U (WiM) (PU3MUECKOMY, ICUXHUYECKOMY, JIYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHUIO.
Cornacnao 3akony Ne 436—®3 urdopManueit, MpUUUHSAIONICH BpeI 3A0POBBIO U (MIIH) PA3BUTHIO
JeTeH, SIBISICTCS:
-uH(OpMaIIKsl, 3apelieHHas Uil paclpoCTpaHEHHsI CPeU JETei;
-uH(pOpMaIHsl, PACIpPOCTpAHEHHE KOTOPOHl OrpaHMYeHO CpeAu JeTed  OIpeleeHHBIX
BO3PACTHBIX KaTErOpHil.
K undopmanum 3anperieHHon A pacpoCTPaHEeHUs CPeIn AeTeil, OTHOCHTCS:

e unHdopmalys, nodyxaaoas JeTei K COBEPIICHUIO 1eHCTBUM, MPEICTABISIOMINX
yrpo3y HX JKM3HM W (WIHM) 3I0pPOBbIO, B T.Y. MPUUYMHEHUIO BpEJa CBOEMY
3/10pOBbIO, CAMOYOHIICTBY;

e CIOCOOHOCTH BBI3BATh Y JIETEHl KellaHWe YHNOTpeOUTh HApKOTHYECKHE CPEJICTBa,
NCUXOTPONHbIE W (WJIM) OJYpPMaHHBAIOIIME BeIIeCTBa, TabayHble W3/ENHUs,
QJIKOTOJBHYI0O W CIHMPTOCOJEPXKAIIYI0 MPOAYKIMIO, THBO ¢  HAIUTKH,
W3rOTaBIMBAEMbIE HA €ro OCHOBE; MPHUHATH Yy4YacTHE€ B Aa3apTHBIX HWrpax,
3aHUMATBHCA MPOCTUTYIIUEH, OPOSIKHUYECTBOM WIIH MOMPOIIARHUYECTBOM;

e 00OCHOBBIBAWOIAs WM OIpPaBAbIBAONIAS JOMYCTUMOCTh HACHUIUS M (WUJIH)
YKECTOKOCTH 100 MoOYyXKIarolas OCYIIeCTBIATh HACUIBCTBEHHBIC NEHCTBUS IO
OTHOIIICHHUIO K JIFOASM U )KUBOTHBIM;

® OTPULIAOIIAS CEMEIHBIC IEHHOCTU U (POpMHUPYIOIIas HEYBAKEHHUE K POAUTEISAM U
(unu) IpYrUM 4I€HaM CEMbU;

®  OMpaBIBIBAIOIIAS POTUBOIPABHOE ITOBE/ICHUE;

e cojep:Kalllas HelEH3ypHYIO OpaHb;

e cozepxaiias nHGOPMaIKIO MOPHOTPadUIECKOrO XapaKTepa.

K nndopmanuu, pacrpocrpaHeHre KOTOPO OTpaHUYEHO CPeAU JETeN ONpeIeIeHHOI0 BO3pacTa,
OTHOCHTCSL:

e uH(OpMals, NpeAcTaBisieMas B BUe U300pakeHUs UM ONHMCAaHUS KECTOKOCTH,
¢uzndeckoro u (WIM) TICUXWYECKOTO HACWIHS, TMPECTYIUICHUs WU HHOTO
AQHTHOOIIECTBEHHOTO JeHCTBUS;

e BbI3BIBAIOLIAS Y JIETEH CTpax, yXac WM MaHUKY, B T.4. IPEACTaBiseMas B BHUJE
M300paXeHUs] WJIM ONMCAaHUS B YHMIKAIOILIEH 4eI0BeuYeCKOoe JOCTOMHCTBO (opMme
HEHACUJILCTBEHHON CcMepTH, 3a00JeBaHUs, caMOyOUNCTBA, HECYACTHOTO Cllyyas,
aBapHM UM KaTacTpo(bl U (UIIN) UX MOCIEICTBUM;

e [peicTaBisieMas B BHUAE W300paKEHHsI WM OIMUCAHUSA TOJOBBIX OTHOIIEHUH
MEXKY MY KYMHOMN U KEHIIUHOW;

e cozepxaias OpaHHbIE CJIOBAa M BBIPAXKEHMS, HE OTHOCSILIMECS K HELEH3YpHOH
OpaHu.

C yueroMm storo Bam mpeanaratorcst nmpaBuiia paboTel B ceTH VMHTEpHET A pa3iuyuHBIX
BO3PACTHBIX KaTEropuil, COOJIOJEHHE KOTOPBIX MO3BOJIUT O00ECHEYUTh HHPOPMAIIMOHHYIO
0€30I1aCHOCTh BaIIMX JETEH.

OOumue npaBuJia AJst poauTesIeH
e HeszaBucumo OT Bo3pacta peOeHKa HCHOJb3YHTe MporpaMMHOEe obecreueHue,
noMoraromiee (QUIBTPOBaTh M KOHTPOJIUPOBATh HH(POPMALMIO, HO HE IMoJjaraiTech
MOJIHOCTHIO Ha Hero. Bare BHMMaHNe K peOEHKY - IIaBHBIA METO/ 3aIHUTHI.



e Ecnu Bam peGeHOK MMeeT akkayHT Ha OJHOM M3 couuanbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru wu T.1.), BHUMATEIbHO H3yYUTE, KaKyl HHGHOPMAIUIO
MOMEIIAIOT €T0 YYaCTHUKH B CBOMX MPpoQuiIsax u Oiorax, Bkiroyas pororpaduu 1 BUICO.

e [IpoBepbTe, ¢ KAKUMHU IPYTMMU caliTaMM CBSI3aH COLMANbHBIN cepBuC Bamiero pebenka.
Crpannuku Bamero pe6eHka MOryT ObITh G€30IIaCHBIMH, HO MOTYT U COJIEPKaTh CChUIKU
Ha HE)KeJaTeJIbHblE U ONACHBIE CAMThI (HAlpUMEp, MOPHOCAUT, WM CalT, HA KOTOPOM
Jpyr YHOMHHAeT HOMep coToBoro TenedoHa Bamiero pebenka win Bam pomamHuii
azapec).

e [loompsiite Bamux nereil coobmars 060 BCeM CTPaHHOM WM OTTAJIKHBAIOLIUM U HE
CJIMLIKOM OCTPO pearupyire, KOrja OHU 3TO JENAI0T (U3-3a OMAcEeHUs MOTepATh TOCTYII K
WHTepHeTy et HE TOBOPSAT POOUTENSM O TmpolieMax, a TakkKe MOTryT Hayarb
UCIIOJIb30BaTh VIHTEpHET BHE 0MA U MIKOJIbI).

e bynpre B Kypce cereBoil xu3Hu Bamero pebenka. MHTepecyiitech, KTO UX JIpy3bs B
WHuTepHeTe Tak ke, KaKk UHTEPECYETECH PEAIbHBIMU JIPY3bsIMHU.

Bo3zpact ot 7 10 8 et

B WutepHere peOeHOK cTapaeTcs MOCETUTh T€ WIM HHBIE CalThl, a BO3MOXKHO M 4aThl,
pa3pelIeHUe Ha MOCEIIEHUE KOTOPhIX OH HE Moyrydml Obl oT poxauteneil. Iloatomy poauresnsm
0COOEHHO TOJIe3Hbl OyAyT T€ OT4YeThl, KOTOpble MPEJOCTaBIAIOTCA MNpOrpaMMaMHu I10
OIrpaHUYCHHUIO HCIIOJIb30BAHUA I/IHTepHCTa, T. €. POI{I/IT@JIBCKI/Iﬁ KOHTPOJIb HJIK TO, YTO BbI
CMOXeTe YBUJETh BO BpeMEHHBIX (ailiax. B pesynbrate, y peGeHka He OyAeT OLIyIIeHus, 4To 3a
HUM BCEIACTCs MMOCTOSTHHBIHN KOHTPOJIb, OAHAKO, POAUTCIIN 6YIIYT MO-MMpEeKHEMY 3HATb, KAaKHUC
caifTel mocemnaer ux pedeHok. /ety B JaHHOM Bo3pacTe 00JIafjaloT CHIIBHBIM YYBCTBOM CEMbH,
OHM OOBCPYHMBBLI U HC COMHCBAIOTCA B ABTOPHUTCTAX. Ounu 10T urpatb B CCTCBBIC UIPLI U
IyTelecTBOBaTh 0 VIHTepHETY, NCHOMb3ys IEKTPOHHYIO MOUTY, 3aXOAUTh Ha CalThl U YaThl,
HC PCKOMCHAOBAHHLIC POAUTCIAMU.

Cogetnl 110 6e3onacHocTu B cetu UHTepHeT 14151 AeTeid 7-8 JieT

e (CozpaiiTe CHUCOK JOMAIIHUX MpaBUl NocelleHus MHTepHera npu ydactuu Jeted u
TpeOyHTe ero BBITOIHEHHUS.

e TpeOyiite or Bamero pebGeHka coONIOACHHUS BpPEMEHHBIX HOPM HaXOXKJEHUS 3a
koMmrbioTepoM. [lokaxkute pedeHky, uto Bel HaOm0MaeTe 32 HUM HE TTOTOMY, 4TO Bam
3TO XOUYETCs, a MOTOMY 4TO BbI OecriokonTech 0 ero 6€30MacHOCTH M BCET/1a TOTOBBI EMY
IIOMOYb.

e KomnbroTep ¢ nojkiaroueHueM K MHTepHeTY J0KeH HaXOAUThCs B 00LIel KOMHATe MOA
IIPUCMOTPOM POJIUTEIEH.

e Hcnosp3yiiTe crienraibHbIe JETCKUE TOMCKOBBIE MAIIMHBI.

e lcnonp3yiiTe cpeacTBa OJIOKUPOBaHMS HEXENATEIbHOIO KOHTEHTAa Kak JONOJHEHHE K
CTaHJapTHOMY PoauTennbckoMy KOHTPOJIIO.

e (CoznaiiTe CceMEWHBIN SJIEKTPOHHBIM SAIMIMK, YTOOBI HE TO3BOJUTH JIETSIM HMETh
CcOOCTBEHHBIE aJipeca.

e brnokupyiite mocTyn K caiitamM ¢ OeCIJIaTHBIMM IOYTOBBIMU SIIIUKAaMH C IOMOIIBIO
COOTBETCTBYIOILIETO MPOrPaMMHOI0 00eCTIeYeHH .

e [Ilpuyuure pnereit coBeTroBaThCs C Bamm mnepen omyOnMKoBaHMEM —Kakoil-1ubo
uH(pOpMallMK CPeICTBAMU 3JIEKTPOHHOW IOYTHI, YaTOB, PErMCTPAIMOHHBIX (opM U
npoduieit.

e Hayuure gereii He 3arpyxath (haiiibl, IpOrpaMMbl WIH MY3bIKY O€3 Balllero COryiacus.

e He pa3pemaiite qeTsSM UCIIOIB30BATh CIY>KObI MTHOBEHHOTO OOMEHa COOOICHUSIMH.

e B «Oenblif» cnucok calfToOB, pa3pelieHHBIX JIsi MOCEIIEHHs], BHOCUTE TOJBKO CaHTHI C
XOpOLIEH pelryTanuen.



He 3a0b1Baiite 6ecenoBath ¢ 1eTbMu 00 UX ApY3bsix B IHTEepHETE, Kak eciiu Obl peub Iia
0 JIpy3bsiX B PEalbHOM KU3HU.

He nenaiite «ta®y» M3 BOIIPOCOB MOJOBOM >KU3HM, TaK Kak B VHTepHETE NETH MOTYT
JIETKO HATKHYTHCS Ha MOPHOTPA(UIO MIIN CAUTBI IS B3POCIIBIX).

[Tpuyunte Bamero pebenka cooOuiaTte BaM O JIFOOBIX Yrpo3ax WM TPEBOIax, CBSI3aHHBIX
¢ MHurepnerom. OcraBaiiTecb CHOKOMHBIMM UM HAllOMHUTE JE€TAM, YTO OHHM B
0€30MacHOCTH, €CJIM CaMHM paccKa3aid BaM O CBOMX TpeBorax. lloxBaiure uX Hu
IIOCOBETYITE OJOUTH elle pa3 B IOJA0OHBIX ClIydasX.

Bo3spacr aereii ot 9 10 12 Jger

B nanHOM BO3pacTe AeTH, KakK MPaBWIO, YXKE HACHBIIIAHBI O TOM, Kakas HWHMOpManus
cymectByeT B MHTepHeTe. CoBEpIIECHHO HOPMAIbHO, YTO OHU XOTAT 3TO YBHUJIETh, MPOUYECTh,
yCJIBIH_IaTL. HpI/I 3TOM Hy)KHO IIOMHHUTB, 4YTO I[OCTYH K HCXKCJIAaTCIIbHBIM MaTepManaM MOXHO
JIETKO 3a0JIOKMPOBATH MPU TTOMOIIU CPEACTB PoiUTEIhCKOT0 KOHTPOIS.

CoBeTrnl 10 0e30MacHOCTH 1JId aereii oT 9 10 12 jer

CoznaiiTe cnucoK AOMAIIHMX IpaBU TocenieHuss VHTepHeTa npu ydyacTHH JeTed U
TpeOyHTEe €ro BHITOJTHEHUSI.

Tpebyiite ot Bamiero peGenka co0aroeHNs HOPM HaX0XKJICHUS 32 KOMIIBIOTEPOM.
HaOnronaiite 3a pebeHkoM mpu paboTe 3a KOMIBIOTEPOM, IMOKaKUTE €My, uTo Bbl
0€eCIIOKOUTECH 0 €ro OE30MaCHOCTH U BCETa FOTOBBI 0Ka3aTh €My ITOMOLIb.

Komnelotep ¢ noaxmoueHueM B MHTEpHET AOKEH HAXOAUTHCS B OOIIEl KOMHATE MOA
IIPUCMOTPOM POAUTEIEH.

Hcnonp3yiiTe cpeacrBa OJIOKHPOBAHUS HEKENATEIBHOIO KOHTEHTA KakK JOMOJHEHHE K
CTaHJAapTHOMY PoauTeIbcKOMY KOHTPOJIIO.

He 3a0biBaiiTe NpUHUMAaTh HEMOCPEACTBEHHOE yyacTHE B *KHM3HM peOeHKa OecenoBaTh ¢
JeTbMU 00 UX JIpy3bsx B VIHTepHeTe.

Hacrausaiite, uToOBI 1€TH HUKOTI'/Ia HE COMIIAIIANIKNCH HA JIMYHbIE BCTPEUH C APY3bSIMU 110
WHTephery.

[To3BonsiiTe 1eTsIM 3aXOAUTh TOJIBKO HA CAalTHI U3 «OEoroy» CIucka, KOTOpbIA co3naiite
BMECTE C HUMH.

[Ipuyuntre pgered HUKOIJAa HE BbLIABaTh JIMUHYI0 MHQOpPMAIMIO CpEeACTBAMHU
AJIEKTPOHHOM  MOYTHI, 4YaTOB, CHCTEM MIHOBEHHOIO OOMEHa COOOIIEHUSIMH,
pPEeruCTpaliMOHHBIX (OpM, JMUYHBIX MpodmiIell M NpU PErucTpalud Ha KOHKYPCHI B
WNHrepHere.

[Tpuyuute nereit He 3arpyxarb nporpammsl 6e3 Barmtero paspemenus. OObICHUTE UM,
YTO OHM MOTYT CIIy4alHO 3arpy3UTh BUPYCHI MU JPYroe HEXKEIaTEIbHOE IIPOrPaMMHOE
o0ecrieueHue.

Co3paiite Bamemy peOeHKy OrpaHMYEHHYK YYETHYIO 3alluCh [uid paboThl Ha
KOMITBIOTEPE.

[Tpuyuute Bamero pebenka coodmars BaM 0 JHOOBIX YTPO3ax WM TPEBOIax, CBSI3aHHbBIX
¢ Murepuerom. HanmomHuuTe 1€TM, 4TO OHM B 0€30MACHOCTH, €CIIM CAMHU PAacCKa3alyd BaM
0 CBOMX TPEBOT'AX U OMACECHUSIX.

Pacckaxure netsim o nopHorpaduu B lHTEepHeTE.

HacrauBaiite Ha TOM, 4TOOBI JIeTH MPEAOCTABISUIM BaM JOCTYIN K CBOEH 3JIEKTPOHHOM
noyTe, 4To0bl BbI YOEIUIUCH, YTO OHU HE OOIAIOTCS ¢ HE3HAKOMIIAMH.

OObsicHUTE JETSIM, YTO HEJb3sl UCMHOJIb30BaTh CETh ISl XYJIUTaHCTBA, PACIPOCTPAHEHUS
CIUIETEH WJIH YTPO3.

Bo3spacr nereii or 13 10 17 et



B 53TOM BO3pacte MNOAPOCTKM AKTHBHO MWCIOJIB3YIOT IIOMCKOBBIE MAIMHBI, IOJIb3YHOTCS
JJIEKTPOHHON MOYTOM, CIy’)k0aMH MTHOBEHHOTO OOMEHa COOOIIEHUSMH, CKauUBAIOT MY3BIKY U
¢wibMbpl. ManpunkaM B 3TOM BO3pacTe OOJbIlEe 1O HpPaBYy CMETaTh BCE OTPAHUYCHHS, OHU
KaKIYT TpyoOro IoMopa, a3apTHBIX MIP, KAPTHUHOK «IUIs B3POCIBIX». J[€BOUKH MPEANOUYUTAIOT
o0marecsi B darax, NP O3TOM OHH TOpa3go Oosiee YYyBCTBUTENBHBI K CEKCYaJbHBIM
JoMorarenscTBaM B MIHTepHeTe. 3a4acTyro B JaHHOM BO3PACTE POJUTENSIM YK€ BECbMaA CII0XKHO
KOHTPOJIMPOBATh CBOUX JAETeH, Tak Kak 00 VHTepHeTe OHU YK€ 3HAIOT 3HAYMTEIBHO OOJIbINE
cBoUX poaurenei. Tem He MeHee, He OTIHyCKalTe JeTed B «CBOOOJHOE IUIABAHUE» 110
Wutepnery. CrapaiiTech akTUBHO y4acTBOBaTh B 001IeHnN pedeHka B IHTepHeTe.

BaxHo mno-npexxHemy ctporo coOuojaTth IpasBuia VHTepHET-0€30MacHOCTH - COIJIallleHue
MEXIy pPOAMTEIsIMA U AeTbMU. Kpome Toro, HeoOXOAMMO Kak MOXKHO 4Yalle MpOCMaTpUBATh
OTYEeTHI 0 JesaTenabHocTH aereil B MHTepHere. Ciienyer oOpaTUTh BHUMaHME Ha HEOOXOIUMOCTh
COJIEp)KaHUsl POAMTEIBCKUX Iapojiell (maposied aAMHHHCTPATOPOB) B CTPOTOM CEKpeTe U
00paTuTh BHUMAHUE HA CTPOrOCTh 3TUX MapoJIeH.

CoBetbl 110 0e30macHOCTH B 3TOM Bo3pacte ot 13 10 17 ser

e (Co3paiiTe CIMCOK JOMAIIHUX MpaBWJI noceuieHus: IHTepHeTa npu y4yacTUu MOJPOCTKOB
u Tpedyiite O0e3ycIOBHOTO ero BbIIOJAHEHUA. OOrosopure ¢ peOEHKOM CIHUCOK
3aMpelieHHbIX CAUTOB («UEPHBIN CIUCOK»), Yachl paboThl B IHTEpHETE, pyKOBOACTBO 110
obmenuto B IuTepHeTe (B TOM YHCIIE B YaTax).

e KomnbroTep ¢ moJIkIr0YeHUuEM K ceTH IHTepHeT T0/HKEeH HaXOIUThCs B 00IIel KOMHATe.

e He 3a0rpiBaiiTe OecemoBaTh C AeThbMU 00 MX Jpy3bsix B MHTepHeTe, 0 TOM, 4eM OHH
3aHSTHl TAKUM 00pa3oM, OYATO peub UAET O JIPY3bsIX B pealibHOM xu3HU. CripalmBaite o
JIOASX, C KOTOPBIMH JE€TH OOLIAIOTCS HOCPEICTBOM CIyXO MIHOBEHHOTO oOOMeHa
COOOILIEHUAMH, YTOOBI YOEIUTHCS, UTO 3THU JIFOAU UM 3HAKOMBI.

e lcnonp3yiiTe cpeacTBa OJIOKUPOBaHMS HEXENATEeIbHOIO KOHTEHTAa KakK JONOJHEHHE K
CTaHJapTHOMY PoauTesbckoMy KOHTPOJIIO.

e Heobxomumo 3HaTh, KakUMM 4aTaMu MHojib3ytoTcss Bamwm  neru. Iloompsiite
UCTIOJI30BaHUE MOJEPHPYEMBIX YaTOB W HAcTaWBaiTe, 4TOOBI NIETH HE OOIIaIHCh B
IIPUBATHOM PEKUME.

e HacrausaiiTe Ha TOM, 4TOOBI 1I€TU HUKOTJAa HE BCTPEUAIUCH JINYHO C IPY3bSIMHU U3 CETH
Nurtepner.

e [lpuyunte nerell He BbIIaBaTh CBOKO JMYHYIO MH()OPMALUIO CPEJICTBAMU DJICKTPOHHOM
HOYTHI, YaTOB, CUCTEM MIHOBEHHOIO OOMEHa COOOLIEHHMSMH, PETUCTPALIMOHHBIX (GOpM,
JMYHBIX poduieil u npu perucTpaiuy Ha KOHKypcebl B IHTepHeTe.

e [lpuyuute nereil He 3arpyxarb nporpammsbl 6e3 Bamero paspemenus. OObsCHUTE UM,
YTO OHU MOTYT CIIy4ailHO 3arpy3uTh BUPYCHI WU JIPYroe HEeKeIaTelIbHOE MPOrpaMMHOE
obecrieueHue.

e [Ipuyunte Bamero pebenka cooOmaTs BaM O JIOOBIX YTpo3ax WM TPEBOTaX, CB3aHHBIX
¢ UnTepuerom. HarmomuuTe eTsiM, 4T0 OHU B 0€30IIaCHOCTH, €CJIM CaMU PacCKa3ajld BaM
0 CBOMX yrpo3ax Wi TpeBorax. [loxBainuTe MX M TOCOBETYHTE IMOJONTH €UIe pa3 B
MOJIOOHBIX CIyYasiX.

e Pacckaxure netsiM o nopHorpaduu B MurepHere. [Tomorute UM 3amuTUTBCA OT Cliama.
Hayunte mogpocTkoB He BblaaBaThb B VIHTEpHETE CBOETo0 pEaJIbHOTO 3JIEKTPOHHOIO
aJpeca, HE OTBeYaTh Ha HEXelareJdbHble MHUCbMa U MCIOJIb30BaTh CHEIHAIbHbIE
HOYTOBBIE (PUIIBTPHI.

e [lpuyuute ce0si 3HAKOMUTHCS C CaTaMu, KOTOPbIE MOCEIAI0T MOAPOCTKHU.

e Hayuure nereil yBakaTh Ipyrux B MHTEepHETe. YO€AUTECh, YTO OHU 3HAIOT O TOM, YTO
IpaBHJia XOPOUIETo MOBEJEHUS IEUCTBYIOT Be3/le — JlaXKe B BUPTYaJIbHOM MHUpE.

e OOBbsACHUTE AETSAM, YTO HU B KOEM CJydae Helb3sl MCII0JIb30BaTh CETh Uil XYJIUTaHCTBA,
pacnpoCTpaHEHUs CIUIETEH WU YIPO3 APYTUM JIFOISM.



e OO0cynuTe ¢ MOAPOCTKAMHU MPOOJIEMBI CETEBBIX a3apPTHBIX MIP M UX BO3MOXHBIN PHCK.
HanomHuure, 4TO 1€TH HE MOTYT MI'PATh B 3TH UI'PBI COIVIACHO 3aKOHY.

IocTosTHHO KOHTPOJIMPYiiTe Mcnob30BaHue UHTepHeTa Bammm pedenkom! 310 He
HapyUIeHHe ero JUYHOr0 MPOCTPAHCTBA, 2 Mepa MPeI0CTOPOKHOCTH U NposiBiaeHue Bameit
POAMTENbCKON OTBETCTBEHHOCTH U 3200ThI.



